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NHO®OPMAIIMOHHASA ITAMATKA
JJIAA OBYYAIO U XCA JJIAA PASMEIINEHUSA
HA OOPUIUAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOJIOM MOJIOJEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, A IIKOJIBHUKH OJHU U3
CaMBIX aKTHBHBIX NOJib30BaTenell PyHera. Mexny TeMm, MOMHMO OTPOMHOTO KOJHYECTBA
BO3MOKHOCTEH, MHTEPHET HECET W MpoOJeMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJIUTHCS B CETH.

KomnbroTepHbie BUPYChI

KoMIpoTepHbIil BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTrpaMM, OTIIMUUTENBHON
0COOEHHOCTBIO KOTOPOW SIBIISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B romonHeHne K 3TOMY,
BUPYCHl MOTYT TMOBpPEIAMTh MM TIIOJIHOCTBIO YHUYTOXUTH Bce (aiiil U JTaHHBIE,
MIOJIKOHTPOJIbHBIE M10JIB30BATENI0, OT UMEHH KOTOPOTro OblIa 3alylleHa 3apaKeHHas IporpaMMa,
a TaKKe TMOBPEIUTh WM JaK€ YHUUTOXHUTH ONEPALMOHHYIO CHUCTEMY CO BceMHU (aigamMu B
1enoM. B GonpIIMHCTBE CiydaeB pacpOCTPaHSAIOTCS BUPYCHI Uepe3 UHTEPHET.

Meroap! 3alUTEI OT BPEJOHOCHBIX IIPOTrpamMM:

1. Wcnonp3yli COBPEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, UMEIOIIUE CEPhE3HBI YpPOBEHb
3aIUTHI OT BPEJOHOCHBIX IIPOTpamM;

2. IlocrossHHO ycTaHaBnuBail mayTd (UUQPOBBIE 3aIUTaTKU, KOTOPHIE aBTOMATHYECKU
YCTaHABJIMBAIOTCA C LEJIbl0 J0pa0OTKM TPOrpaMMbl) U Jpyrue OOHOBIEHHUS CBOEH
omepannoHHON cuctembl. CkaunBail UX TOJIBKO ¢ oummanbHOro caiita pazpadborurka OC. Eciau
CYHICCTBYCT PC)KUM aBTOMATHYCCKOI'O O6HOBJICHI/I$I, BKJIKOYH €TI0,

3. Paboraii Ha cBOEM KOMIIBIOTEPEC IIOJ IIpaBaMM IIOJIB30BATCIIsA, a HE aAMHUHUCTpATOpA.
OTO HE IO3BOJHT 60J'II)IHI/IHCTBy BPCAOHOCHBIX IIPOrpaMM HHCTAJUNIMPOBATBCA Ha TBOEM
IEPCOHAJIbHOM KOMIIBIXOTEPCE,

4. HWcnonp3yli aHTUBUPYCHBIE MPOTPAMMHBIE IPOIYKTHI M3BECTHBIX IPOU3BOIUTENEH, C
aBTOMAaTUYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyb (HU3UYECKUI JOCTYIT K KOMITBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Vcnonp3yit BHEIIHUE HOCUTEIN MH(OpMAIUHU, Takue Kak (uienika, JUCK win (aiin u3
UHTEPHETA, TOJIKO U3 IPOBEPEHHBIX HICTOUHHUKOB;

7. He oTkpbIBaii KOMIIBIOTEPHBIE (haillIbl, MOTyYEeHHBIC U3 HEHAEKHBIX HCTOUHHUKOB. Jlaxe
Te (ailyibl, KOTOpPbIE MPHUCIIAi TBOW 3HAKOMBIH. Jlyyllle yTOuHU y HEro, OTIPABIISUI I OH Tebe uX.

Ceru WI-FI

Wi-Fi - 3T0 He Buj niepejaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeHs, Mapka. Eire B
1991 rony nupepnanjackas kommaHus 3apeructpupoBana Openn "WECA", yto o06o03Hauano
cnoBocoyeranue "Wireless Fidelity", koTopblii nepeBoanTcs kak "GecripoBoiHast TOUHOCTh .

Jlo Hamero BpeMeHH Jouuia Jpyras a0OpeBuarypa, KOTOpas SIBISETCS TaKOW Ke
TexHonoruer. I1o abbpesuarypa "Wi-Fi". Takoe Ha3BaHue ObLTIO TaHO C HAMEKOM Ha CTaHAApT



BbIcuIel 3BykoBoi TexHUkH Hi-Fi, 4To B mepeBoae o3HauaeT "BbICOKasi TOYHOCTD'.

Ha, OecrutaTHBIM WHTEPHET-IOCTYN B Kade, OTENIX M a’poroprax SIBISETCS OTIMYHON
BO3MOXXHOCTBIO BBIXOJ]a B MHTEpHET. HO MHOTHE 3KCHEepThl CUUTAIOT, YTO 0OIIenocTynHbie Wi-
Fi cetu He siBnsitoTCS G€30MAaCHBIMH.

Cosertbl 10 Oe30macHOCTH pabOThI B 00mEen0CTYHBIX ceTsix Wi-fi:

1. He mepenmaBaii cBorw nuuHyro uHpopmamuio depe3 oOmenoctynueie Wi-Fi cerm.
Paboras B HUX, *KeNaTelbHO HE BBOJUTH MAPOJIH JIOCTYIIA, JOTUHBI U KaKHEe-TO HOMEPa;

2. Ucnonp3yih 1 OOHOBISAH aHTUBUPYCHBIE NMpOrpamMMmbl U OpaHamayep. TeM caMbIM Tl
oOe3omacuib ce0s OT 3aKaYKU BHpPYyca Ha TBOE YCTPOICTBO;

3. Ilpu wucnonszoBanuu Wi-Fi orkmoun ¢yHkmmo "OOmmid goctyn k daiinam u
npuntepam". JlanHas (QyHKOHMS 3aKpbITa MO YMOJYAaHUIO, OJHAKO HEKOTOPBIE IMOJH30BATENN
aKTUBHPYIOT €€ JUId y100CTBa UCIOIb30BaHUS B paboTe WK yuebe;

4. He wucnonp3yit nyomuunbii WI-FI nns nepenaun JuUYHBIX JaHHBIX, HampuMmep Ui
BbIX0/Ia B COL[UAJIBHBIC CETU WIH B JJIEKTPOHHYIO II0UTY;

5. Wcnone3yil Tonpko 3amuiieHHoe coenuHenue uepe3 HTTPS, a we HTTP, T.e. mpu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B mobunsHOoM Tenedone otkiatoun ynkuuio "[loaxnrouenune k Wi-Fi apromatnyecku'.
He nomyckaii aBTOMaTHUECKOTO MOJKIIOUEHUs yCTpoiicTBa K cetaM Wi-Fi 6e3 TBoero cornacus.

CouuaiabHbIe CeTH

ConmanpHble CETH aKTUBHO BXOJSAT B HAIly KM3Hb, MHOTHE JTIOIU PabOTAIOT U KUBYT TaM
nocTossHHO, a B Facebook yxke 3aperucrpupoBaH MWILIMapj 4YeJIOBEK, YTO SBISETCS OJHOM
CeIlbMOI BCEX JKMUTENEW IUIaHeThl. MHOTHE MONb30BaTeIM HE MOHMMAIOT, YTO MHGpOpMaLus,
pasMelleHHas UIMU B COLIMAIbHBIX CETAX, MOXKET ObITh HaliJieHa U MCII0JIb30BaHa KEM YIOHO, B
TOM 4HCJIE€ HE 00s13aTeNbHO C OJIarMMU HAMEPEHUSMU.

OCHOBHBIE COBETHI IO OE30MAaCHOCTH B COIIMAJIBHBIX CCTAX!

1. Orpannub cnucok japy3eid. Y TeOsd B Jpy3bsiX HE JODKHO OBITh CIy4alHBIX U
HE3HAaKOMBIX JIIOJIEH;

2. 3amuiiail CBOr YacTHYIO ku3Hb. He yka3wiBail maponu, TenedoHsl, agpeca, 1aTy TBOETO
POXKICHUSI U APYTyH JTUYHYIO HHGOpPMAIMIO. 3JO0YMBIIUIEHHUKH MOTYT HUCIOJB30BaTh Jaxe
MH(GOPMAIUIO O TOM, KaK Thl U TBOM POAUTENH IJIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3ammmail cBo0 penyTaiuio - JepXkKH €€ B YUCTOTE U 3aJaBail cebe Bompoc: XoTen Obl
ThI, YTOOBI JIpYTHE MOJIb30BATENH BUENIH, YTO ThI 3arpyxkaemib? [longymaii, mpexae yem 4To-To
OImyOJIMKOBATh, HAMKCATh U 3arPy3UTh;

4. Eciu ThI TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIIB, HE UCIIOJIb3YH CBOE PEAIIBHOE UMS
U IPYTYIO JIMYHYIO HHPOPMAIH: UMSI, MECTO KHUTEIbCTBA, MECTO y4eObl U Ipoyee;

5. N306eraii pa3menienus ¢ororpaduii B UnTepHeTe, rae Thl M300paXkeH Ha MECTHOCTH, IO
KOTOPOM MOXHO OIPEICIIUTh TBOE MECTOIIOJIOKECHHUE;



6. Ilpu perucrpanuu B COLMAIbLHOW CETH HEOOXOIUMO HCIOIB30BATh CIOKHBIE MapoIy,
cocrosiye u3 OykB ¥ (P U C KOINYECTBOM 3HAKOB HE MeHee §;

7. Ans couuanbHOW CETH, MOYTHI U JPYTUX CAWTOB HEOOXOAMMO HCIOIB30BaTh Pa3HBIC
napos. Toraga ecnu Te€0s B3IOMAOT, TO 3J0YMBIIUICHHUKH TOIYYaT JOCTYI TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

DJIEeKTPOHHbBIE JeHbI' N

DNEeKTPOHHBIE AEHBIW - 3TO OYEHb YNOOHBIA CIOCO0 TIIATEeXXKEH, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JI€HbTH.

3JICKTpOHHBIC JACHbBI'M TIOABHIIMCH COBCEM HCOABHO W HMMCHHO H3-3a 3TOI'O BO MHOI'MX
rocyaapCTBax 40 CUX ITOP HE IMPOIMMMUCAHO ITPO HUX B 3aKOHAX.

B Poccuu xe oHu (PyHKIMOHHPYIOT U O HUX YK€ IMPONKMCAHO B 3aKOHE, /1€ UX Pa3JIeIsIIOT
Ha HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€E, B
KOTOpBIX pa3pelaeTcss MpOBOAUTH omepanuu 0e3 uAeHTU(UKAUK TO0Nb30BaTeNlsd, a B
HEaHOHMMHBIX HJICHTU(PUKALUS TOJIB30BATEINS ABISETCS 0053aTENbHOM.

Takke cienyer pasiuyarh 3JIEKTPOHHbIE (UaTHBIE AEHbIH (paBHBI TOCYAApCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHBIE He(hUaTHBIE IEHbIH (HE paBHBI TOCYJAPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI 110 6€3011aCHOM paboTe € INEKTPOHHBIMU JCHbIraMU:

1. IpuBspku K cuery MOOMJIBHBIA TenedoH. DTO camblii yHOOHBIH M OBICTPBIA crocod
BOCCTAaHOBHUTH JOCTYN K cuery. [IpuBsi3aHHBIA TelepOH IMOMOXKET, €CIM 3a0yaenib CBOU
IJIATEXKHBIN MMAPOJIb WU 3aUEIIb HAa CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Vcnonw3yit omHopa3oBeie maposn. [locie mepexosa Ha YCUICHHYIO aBTOPH3AII0 TeOe
yKe He Oy/IeT yrpokarh OMacHOCTh KPaXH WM TIepeXBara TUIaTeKHOTO MapoJis;

3. BeiGepu cioxxubiii aposs. [IpecTymaukam OyaeT He MPOCTO yragaaTrh CIOXKHBIN apoJib.
Hanexxnble maponu - 3T0 maposiy, KOTOpbIE COAepkKaT HE MEHEe § 3HAKOB M BKJIIOYAIOT B cels
CTPOYHBIE U TMPOMUCHBIE OYKBBL, IU(PPHI U HECKOJBKO CHMBOJIOB, TaKHe€ KaK 3HaK J0JuIapa,
(dyHTa, BOCKJIMIIATEIBHBIN 3HaK | T.1. Hampumep, $tROng!;;

4. He BBO/IM CBOM JINYHBIC IaHHBIE HA CaliTaX, KOTOPBIM HE TOBEPsICIIIb.
JJIEKTPOHHAs M0YTA

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTUS U MPEJOCTAaBIISEMBIE €0 YCIYTH IO MEpPEChUIKEe U
MOJYYCHHIO DJICKTPOHHBIX COOOIIEHMH, KOTOPBIE DPACIpPEneNsioTCs B KOMIIBIOTEPHOH CETH.
OObIYHO ~ DNIEKTPOHHBI  MOYTOBBIM  SAMIMK  BBIJISIAMT  CAEAYIOUMM  oOpa3oMm:
UMsI_TIOJTb30BATeNA(@UMsI_JoMeHa. Takke KpoMe TIepeAayd MpOCTOro TEKCTa, HMEeTCs
BO3MOKHOCTb TepeaBaTh (hailibl.

OcHoBHbIE COBETHI 110 O6e30macHoii paboTe ¢ ANEKTPOHHON MOYTOIM:

1. Hamo BbIOpaTh MpaBWIIBHBIA MOYTOBBIA CepBHC. B MHTEpHETE €CTh OTrpOMHBIN BHIOOP
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIy4lle JOBEPSTh TeM, KOTO 3Haellb U KTO MEPBBIH B
pEeUTHHTE;

2. He yka3bIBail B nUYHOM moure JuuHy0 MH(popMauuio. Hanmpumep, nydmie BbIOpaTh



"My3bIKanbHbIN _(haHaT@" wnu "pox2013" BmecTo "Temal3";

3. Mcnonb3yil IBYX3TAlHYI aBTOPU3AMI0. DTO KOT/a MOMHUMO TMapojisi HY>KHO BBOJAHUTH
KOJI, TPUCHLIAaeMBbIil 10 SMS;

4. BpiOepu CHOXHBIM Tapoib. I KaXaoro IMOYTOBOTO SIIUKA JOJKEH OBITh CBOM
HAJCKHBIN, YCTOMYUBBIN K B3JIOMY 1apOJIb;

5. Ecnu ecTh BO3MOXKHOCTh HamucaTb CaMOMY CBOM JIMYHBIA BOMPOC, HMCHOJIB3YH 3Ty
BO3MOJKHOCTB;

6. HMcnonp3yil HECKOJIBKO MOYTOBBIX SUIMKOB. I[lepBbIii i1 4YacTHOM NEPENHUCKU C
ajZipecaTaMy, KOTOPHIM Thl JIOBEpsELIb. JTO 3JIEKTPOHHBIM aapec HE HAJ0 HCIOJb30BaTh IpU
peructpanuu Ha Gpopymax u cailtax;

7. He oTkpbIBaii Paityibl 1 Jpyrue BIOKEHUS B MUCbMax, JTAXKE €CJIM OHU MPUIILUTA OT TBOUX
npyseit. Jlydine yrouHu y HUX, OTIPABISUINA JIU OHU TeOe AT (alibL;

8. ITocre okoHuUaHMs pabOTHI HA TOYTOBOM CEpPBHUCE IEPE]] 3aKPHITHEM BKIIAJKU C CATOM
He 3a0y b HakaTh Ha "BeiidTu".

Ku0epOy1yimHr M1 BUPTYalbHOE H3/1€BATEJIbLCTBO

KubepOymiuHr - npecienoBaHie COOOIICHUSIMH, COJIEPKAIIUMHI OCKOPOJICHHUS, arpeccuro,
3alyTMBaHue; XYJIUTaHCTBO; COIMAIbHOE OOMKOTUPOBAHUE C MOMOIIBIO PA3IUYHBIX WHTEPHET-
CEpPBUCOB.

OCHOBHBIE COBETHI IO 00PHOE ¢ KHOSPOYIIITUHTOM:

1. He Opocaiicst B 60ii. JIyummuii cioco0: mocoBeTOBAThHCS Kak ce0sl BECTH U, €CJIH HET TOTO,
K KOMY MOXHO OOpaTuThCs, TO BHa4aje YCIOKOUThCA. Eciau Thl Ha4YHENIb OTBEYaTh
OCKOPOJICHUSIMH Ha OCKOPOJICHUSI, TO TOJIFKO ellie OOJIbIIIe Pa30Kenb KOH(IHUKT;

2. YrpaBisii cBoel KuOeppenyTaimei;

3. AHOHMMHOCTb B ceTH MHUMas. CymlIecTBYIOT CIOCOOBI BBIICHUTb, KTO CTOHUT 3a
AHOHMMHBIM aKKayHTOM;

4. He crouTt BecTH XyJAWUTAaHCKHA 00pa3 BUPTyaIbHOU ku3HHU. VIHTepHET (puKCcHUpyeT Bce
TBOM JICHCTBHS M COXpaHseT UX. Y JAIUTh UX OyaeT KpaiiHe 3aTpyIHUTENbHO;

5. Cobmrofiait CBOIO BUPTYAIIbHYIO YECTh CMOJIOAY;

6. Urnopupy#t equHu4HbIM HeraTuB. OHOpPa30BbIe OCKOPOMTENbHBIE COOOLIEHHUS JIydllle
UrHopupoBatb. OOBIYHO arpeccus NPeKpalaeTcs Ha Ha4yaJlbHOU CTaUH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHSIMH, B COI[UATBHBIX
CEeTAX €CTh BO3MOKHOCTb OJIOKHMPOBKU OTIPABKH COOOIIEHUH C OMpPEeIEHHBIX a/IpeCOB;

8. Ecmum Tl cBuperens kuOepOymimHra. TBoW AEHCTBHA: BBICTYHNHTH IIPOTUB
IIpeciIeIoBaTeNs, MOKa3aTb €My, 4TO €ro JCHCTBUS OLICHUBAIOTCS HETATUBHO, IOJAEPXKATh
KEpPTBY, KOTOPOH HYKHa IICHXOJIOTUYECKas TIOMOIIb, COOOIIUTh B3pOCIBIM O (akre
arpecCUBHOIO MOBEJEHUS B CETH.



MoOuabHbIi Tes1eoH

CoBpemeHHbIe cMapT(OHBI U IJIAHILIETHI COJEPKAT B ceOe BIOJIHE B3POCIBIN (YHKIIMOHAT,
U Tenepb OHU MOTYT KOHKYPHPOBAThb CO CTAallHOHAPHBIMH KOMIbIOTepaMu. OIHAKO, CPEICTB
3alUTHl 71 TOJOOHBIX YCTPOWCTB MOKa O4YeHb Majio. TecTupoBaHUE M MOUCK YSI3BUMOCTEH B
HUX NPOUCXOJUT HE TaKk MHTEeHCUBHO, Kak i IIK, To xe camoe kacaercs M MOOMJIBHBIX
MIPUIIOKEHUN.

CoBpeMeHHbIe MOOHJIbHBIE Opay3epbl yKe MPaKTUYECKH JOTHATH HACTOJbHBIC aHAIIOTH,
OJTHAKO pacimupeHre (QyHKIMOHAIA BJIEYET 3a CO0O0M OOJBIIYI0 CIOKHOCTH U MCHBIIYIO
3aIIUIIIEHHOCTb.

Jlaneko He Bce NPOU3BOAUTENM BBIITYCKAalOT OOHOBJIEHHS, 3aKpbIBAIOLINE KPUTHUECKHE
YA3BUMOCTH Ul CBOUX YCTPOICTB.

OcHOBHBIE COBETHI JIsi 0€30IaCHOCTH MOOMIIBHOTO TestehoHa:

Huuero He sBnsercs [Oo-HaCTOoALICMY OeCILIaTHBIM. By,Z(B OCTOPOXKCH, BCAb KOrJaa Tebe
npeanararoT OecIuraTHbIN KOHTCHT, B HEM MOI'yT OBITH CKPBITBI KAKHMEC-TO IJIATHBIC YCIIYTH;

Hymaii, mpexzae yem otnpaButb SMS, poto miu Buaeo. Thl ToUHO 3HAEIIb, IAe OHU OyayT
B KOHEYHOM UTOTE?

Heob6xommumMo 0OHOBIATE OMEPAIMOHHYI0 CUCTEMY TBOEro cMapTdoHa;
Hcnonp3yil aHTUBUPYCHBIE MPOTPaMMBbl JJ11 MOOUJIBHBIX TeJe()OHOB;

He 3arpy)1<al‘/'1 NPUITIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHMKA, BE€Ab OHU MOI'YT COACPIKATH
BPEIOHOCHOE MTPOTPaMMHOE 00eCTIeUeHHE,

[Tocne Toro kak THI BHIHJEIIb C caiiTa, TJ€ BBOJWI JIMYHYIO HMHPOpMANHWIO, 3alau B
HacTpOWKHU Opay3epa u ynainu cookies;

Ilepunonnuecku npoBepsii, KakKue IJIaTHbIC YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOIf HOMEep MOOWIBHOTO TejaeoHa TONBKO JIHOASIM, KOTOPBIX Thl 3HACIlb U KOMY
JIOBEpSIEIlIb;

Bluetooth momken ObITH BBIKIIOUEH, KOTJAa Thl UM He mojib3yemibes. He 3a0biBail nHOTIA
MIPOBEPSITH ITO.

Online urpwl

CoBpeMEHHBIE  OHJIAUH-UIPBI - OTO KpAacO4YHbIC, 3aXBaTbIBAIOIUE pAa3BICYCHUS,
00BEIUHSIONINE COTHHU ThICAY YeJIOBEK 10 BceMy Mupy. Urpoku uccienyror JaHHBIH UM MHUD,
OO0IIAOTCS IPYT € IPYIOM, BBIIOJHSAIOT 3aJJaHUsl, CPAKAIOTCSI C MOHCTPAMHU M MOJyYalOT OIbIT.
3a yZOBOJILCTBHE OHH IUIATAT: MOKYIMAIOT TUCK, OIUIAUYMBAIOT a0OHEMEHT WM MPHOOpETaoT
KaKHe-TO OILIHH.

Bce atu cpenctBa uMayr Ha NOAAEp)KAaHWE M Pa3BUTHE WIPb, a TaKKe Ha caMy
0€30IacCHOCTb: COBEPUICHCTBYIOTCS CHCTEMbl aBTOPHU3AllMM, BBIIYCKAIOTCS HOBBIE IAT4U
(umpoBbIe 3aTUTATKU IS IPOTPAMM ), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B l'IOI[O6H]':>IX urpax CTOUT OIIacCaTbCA HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu



TBOETO TapOJIsi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AIIUHU OOJIBIIIMHCTBA HTP.
OCHOBHBIE COBETHI 110 0€30ITACHOCTH TBOETO HTPOBOTO aKKAyHTa:

1. Ecnu apyroii urpok BeseT ceds MIOX0 MM co37aeT TeOe HENMPHUATHOCTH, 3a0JI0KUPYH
€ro B CIIUCKE UIPOKOB;

2. Ioxanyiicss aIMUHUCTPAaTOpaM UIPbI HA IIOXOE MOBEJEHUE ITOI0 UTPOKa, HKEJIATEIBHO
MPUIIOKHUTH KaKUe-TO JOKA3aTeNIbCTBA B BUJIE CKPUHOB;

3. He ykassbiBaii tnunyro nHopManuio B npodaiisie urpsr;
4. YBaxail ApyruX y4acCTHHUKOB IO UTPE;

5. He ycranaBnuBaii Heo QpUIMATBLHBIC TATYA U MOJIBI;

6. Ucrnonb3yi ClIOXHBIE U pa3HbIE MAPOJIH;

7. laxxe BO BpeMsl WIPbl HE CTOMT OTKJIIOYaTh aHTHUBHpYycC. Iloka TeI Wrpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uUTh.

@OUIIUHT WIH Kpaxa JUIHbIX TaHHBIX

OObIUHOM Kpaxel JeHer W JOKYMEHTOB CErOJHs YK€ HHUKOTO0 HE YIHMBHIIb, HO C
pa3BUTHEM HMHTEPHET-TEXHOJIOTUH 3JOYMBIIIJICHHUKH TEPEMECTHINCh B HHTEpPHET, U
MIPOIOJDKAIOT 3aHUMAThCs "MOOUMBIM" 1eI0M.

Tak mosiBMIIaCh HOBas yrpo3a: WHTEPHET-MOIICHHHYECTBA WJIM (DUINUHT, TJIABHAS IICIh
KOTOpPOro COCTOUT B IMOJIYUCHHUU KOH(l)I/IZIGHIII/IaJIBHBIX JaHHBIX OJIL30BAaTEICH - JIOTUHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs kak ¢umunr (ot fishing - peiOHas j0BIIS,
password - mapoJin).

OCHOBHBIE COBETHI 110 00PHOE ¢ PUIIUHTOM:
1. Cnenu 3a cBouM akkayHTOM. Eciu ThI Mo103peBaeiiib, 4TO TBOSI aHKETa ObljIa B3JI0MaHa,
TO HEOOXOIMMO 3a0JIOKUPOBATH €€ U COOOIIMTH aJIMUHUCTPATOPAM pecypca 00 ITOM KaK MOXKHO

cKopee;

2. Ucnonk3yii O6e3omacHbie BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB M TOUCKOBBIX
CHUCTEM;

3. HCHOJ’IL?»Yﬁ CJIO)KHBIC U pa3HbIC IIapOJIH. Takum 06p830M, eciu TeOs B3JIOMAKOT, TO
3JIOYMBINUICHHUKH IIOJY4YaT JOCTYII TOJIBKO K OJHOMY TBOEMY HpO(bI/IJ'IIO B C€TH, a HE KO BCEM,

4. Ecnu Te0si B3IOMaIH, TO HEOOXOIUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
N00aBJIeHBI y T€Os B IPY3bSAX, O TOM, YTO TeOS B3JIOMAJIA U, BO3MOXHO, OT TBOETO UMECHHU OyIeT
pacchUIaThCS CIIaM M CCHUTKH Ha (DUITMHTOBBIE CANTHI,

5. YcranoBu HanexHbId mapoiib (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKITIOYM COXpaHEHUE MapoJisi B Opaysepe;

7. He oTkpbIBaii (haitnibl 1 Apyrue BIOKEHHUS B MUChMaX, IaXKe €CITU OHU MPHIIITH OT TBOUX
npy3eit. Jlydine yrouyHu y HUX, OTIIPABIISUIA JTM OHU TeOe AT (Paiiibl.



Mu¢pposas penyranus

[MudpoBas pemyranus - 3TO HEraTMBHAas WIM MO3UTHBHAs MHGOpMauus B ceTH O Tede.
Komnpomerupyromass nHbopMmanus, pasMelleHHas B UHTEPHETE, MOXKET CEpPbEe3HBIM 00pa3oM
OTpa3uThCs Ha TBOEW peanbHOU xu3HU. "Lludposas pemyranus" - 370 TBOH HUMUIK, KOTOPBIHA
hopmupyeTcs u3 uHpopMaIuu o Tebe B HHTEPHETE.

TBOE MeCTO KUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJ0KEHUE, OCOOCHHOCTHU XapaKTepa u
pacckasbl 0 OJIM3KHUX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue HoJpOCTKH JIETKOMBICIEHHO OTHOCATCA K MYyONMKalWu JUYHON HH(OpManuu B
WHTtepHere, He MOHMMAasi BO3MOXKHBIX TOCIENCTBHNA. ThI 1ake HE CMOXKEIIb J0TaJaThCs O TOM,
4To (oTorpadus, pa3MeIIeHHas 5 JeT Ha3a/, CTaja MPUYMHON O0TKa3a IpUHATH TeOs Ha paboTy.

KommenTapun, pa3menienue TBOMX Gotorpaduii 1 qpyrue JedcTBUS MOTYT HE UCUYE3HYTh
Jla’ke MOCJIe TOTOo, KaK Thl X yAaJIullb. Thl HE 3HaEIIb, KTO COXpAaHWI 3Ty HHPOpPMALKIO, [Tonaja
M OHAa B INOMCKOBBIE CHCTEMBl M COXpAaHMJIACh JM OHA, a IJIABHOE: YTO IMOAYMAarT O Tebe
OKpY’Kalolllue JI01, KOTOpble HaWAyT U YBUAAT 3To. HailTu nH@oOpmMannio MHOTO JIET CIyCTS
CMOXeET JII00OH - Kak M3 JO0OpBIX MOOYXKJIEHHH, TaK M ¢ HaMEpeHHEM NPUYMHUTH Bped. DTO
MOXET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTe HU(POBON pernyTanuu:

1. IMomymaii, mpexae 4eM YTO-TO NMYyOJMKOBaTh M IepenaBarh y cedst B Oyore Wi B
COLIMAJIbHOM CEeTH;

2. B Hactpoiikax npoduis yCTaHOBH OTpaHUYEHHUS HAa MPOCMOTP TBOETO MPOQHIST U €ro
COJIEPKUMOT0, CIeNIall €ro TONbKO "ist ipy3ei”;

3. He pasmemaii u He yka3biBaii WH(OpPMAIHMIO, KOTOpask MOXKET KOro-JIu00 OCKOpOJIATH
WA OOMXKAaTh.

ABTOpCKOE paBo

CoBpeMeHHbIE MIKOJbHUKHU - aKTUBHBIE MOJIB30BaTenu IudpoBoro npoctpancrea. OmaHAKO
JaJIeKo He BCE 3HAIOT, YTO MOJIb30BAaHHE MHOTMMH BO3MOXKHOCTSIMH LU(PPOBOTO MHpa TpedyeT
cOOJIIO/IEHNS TTpaB Ha UHTEIUIEKTYyalIbHY0 COOCTBEHHOCTb.

TepMmuH "WHTENIEKTyalbHas COOCTBEHHOCTh' OTHOCUTCS K Pa3lIUYHBIM TBOPEHUSAM
YEJIOBEYECKOT0 yMa, HAUYWHAasl ¢ HOBBIX M300PETEHUI U 3HAKOB, 0003HAYAIONTUX COOCTBEHHOCTh
Ha TIPOAYKTHl U YCAYTH, W 3aKaHYMBas KHHUramu, Qotorpadusmu, KUHOPUIBMAMH U
MY3bIKQITbHBIMH [TPOU3BEACHUSIMH.

ABTOpCKHME IpaBa - 3TO IMpaBa Ha MHTEUIEKTYyaJbHYI0O COOCTBEHHOCTh Ha MPOU3BEACHUS
HAayKH, JIATEPATYPbI U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAYECTBE IAPAHTUH TOTO, YTO
MHTEJUICKTYaJIbHBII/TBOPUYECKUI TPpyA aBTOpa He OyJeT HampacHbIM, JacT €My CIIpaBeIIMBHIC
BO3MOKHOCTH 3apa00TaTh HA Pe3ysIbTaTaX CBOETro TPYZad, HOJIYYUTh W3BECTHOCTh U IPU3HAHUE.
Huxkro Ge3 pazpenieHus aBTopa He MOXET BOCIIPOU3BOAUTH €ro MPOU3BEICHUE, PACIPOCTPAHSATS,
MyOJUYHO JIEMOHCTPUpPOBaTh, NpPOJAaBaTh, HWMIOPTHPOBATh, IyCKaTb B IPOKAT, IyOIUYHO
UCTIOJIHATH, TIOKAa3bIBATh/UCIIONHATH B 3(hupe WK pa3Memiats B MIHTepHeTe.

Hcnons3oBanue "HI/IpaTCKOFO" nporpaMmMHOIO 00eCIIEUeHHSI MOXKET IMPUBECTH K MHOTUM
pUCKaM: OT IMOTCPU AAHHBIX K TBOUM dKKayHTaM [0 6JIOKI/IpOBKI/I TBOCTO yCTpOﬁCTBa, rac
YCTAHOBJICHA HEJICTAJIbHAA IIpOorpamMma. He crout takxe 3&6BIB8.TB, 4TO CYHICCTBYIOT JICTAJIbHBIC



H OecraTHBIE nporpamMmmal, KOTOPbIC MOKHO HaAWTH B CETH.

O noprane

CeTeBI/I“IOK.p(I) - TBOM TIJIaBHBIM COBETYHMK B CETH. 3I[CCL Tbl MOKCHIb Y3HATbL O
0€30MacHOCTH B CETH MOHATHBLIM U JOCTYIIHBIM SA3BIKOM, a IIPU BO3HUKHOBCHUU KpHTquCKOﬁ

CUTyalluu OOpaTHTbCSA 332 COBETOM. A TaK)Ke NPUHATH y4acTUE B KOHKYPCax U CTaTb CaMbIM
IU(PPOBBIM TPAXKAAHUHOM !



